Traditional payment systems have standards designed to keep transaction data secure, but blockchain systems are not in scope for such security standards. We compare the Payment Application Data Security Standard's (PA-DSS) applicability towards transactionsupported blockchain platforms to test the standard's applicability. By highlighting the differences in implementation on traditional and decentralized transaction platforms, we critique and adapt the standards to fit the decentralized model. In two case studies, we analyze the QTUM and Ethereum blockchain platforms' industry compliance, as their payment platforms support transactions equivalent to that of applications governed by the PA-DSS. We determine QTUM's and Ethereum's capabilities to properly ensure secure data handling with respect to current security standards. After adapting the PA-DSS and analyzing the QTUM and Ethereum platforms, we revise the new set of standards to create a set of best-practices for ensuring data security on both traditional and blockchain payment systems. We report the security gaps identified on each platform based on the final revision of the standards, presenting a conclusive perspective that neither platform is suitable for business adoption based on the PA-DSS standard's results. Finally, we discuss open research issues.
INTRODUCTION
Legal liability in the digital age is increasingly dynamic, both in theory and practice. Contracts have transformed as industries grow more adjusted to technology. Paper and pen have morphed to lines of code, and with it, the legal contracts have been challenged in implementation. The definition of a contract remains the same: an agreement between two parties outlined by the terms and conditions, wherein value is exchanged [22] . The conditions set by this definition allow both parties to protect their interests through a document that binds them to a set of rules. As the world transitions to a more digitalized era, smart contracts have been introduced as a replacement for the arduous, tedious legal agreements of the past.
Smart contracts were first devised by Nick Szabo, who documented the idea of a contract automation in 1997 [16] . To present his idea, Szabo provided an example between a human and a vending machine: The vending machine, depending on the human's input (in coins) would allow or disallow candy to be dispensed from the machine. At the base-level, this is precisely what a smart contract does: assure an exchange of data with anybody who satisfies the constraints set forth by the contract. His rationale envisioned the smart contracts' adoption across the industry, spanning over multitudes of applications. His focus, however, revolved around the profitability and feasibility to implement this technology on a large scale, as any smart contract that is created, in his vision, should have safeguards whose robustness depends on the process performed.
According to Szabo [16] , the security concerns for each smart contract should exist within the bounds of the business transaction. Essentially, as in any security system, the controls in place should not outstrip nor fall short of the functionality of the process. For example, the vending machine that Szabo describes also features security controls, such as a lock to open the machine. These mechanisms should not inhibit profitability. In 2002, Szabo developed a second work [17] that elaborates on his previous ideas on smart contract development. This second paper defines a set of guidelines to follow when designing smart contracts, such as monitoring code development to prevent exploitation (e.g. contract breaching), which may be done if a smart contract is not configured or programmed properly. Overall, this second work serves as a reference to create contracts, especially in the scope of auditing. Some of these components, which if not implemented properly may result in security gaps, can be seen in current smart contract implementations.
Current smart contracts are built on blockchain technology. Thus, to understand the functionality and security concerns of smart contracts, it is necessary to understand the focal points of blockchain security. Moreover, all instances of cryptocurrency, beginning with Satoshi Nakamoto and Bitcoin, are built on blockchain technology [18] . Blockchain provides a decentralization of information on a given network. Typical networks, which can be identified as centralized to contrast with blockchain, often have one central point where all the information is stored. The decentralized design of blockchain serves both as a failsafe and a protection against data alteration as the information is distributed and spread over multiple hosts (called nodes). Consequently, there is a copy of all data on each device that cannot be altered. Additionally, account management on blockchain platforms are often rooted in privacy measures to ensure anonymity on this decentralized network. From the perspective of cybersecurity, the challenge in smart contracts lies within the authentication, communication, and execution of the technology. The difference in implementation between centralized and decentralized networks results in a difference in security approach. Decentralized platforms may necessitate additional measures in place to verify a legally binding agreement, ensure privacy on a distributed network, and conduct a secure transaction of goods.
Smart contracts, along with blockchain as a whole, have grown in interest over the past years. Many companies have begun work on fitting the technology into their business model. The scope of smart contracts' potential impact on global solutions is wide. From business optimization to disaster recovery, smart contracts offer alternative methods to common business issues. However, with adoption in the industry, especially within the realms of the Payment Card Industry (PCI), healthcare, and other industries who handle private user data, user privacy protection is mandatory. As such, smart contract platforms that wish to be adapted to enterprise environments must comply or exceed certain security standards, often modeled after industry best practices. Whatever standard an organization chooses to use matters in the case of smart contracts, as often times the immutability of blocks on a blockchain result in tedious efforts to prevent disastrous vulnerabilities. That is, a smart contract with a security flaw must be disabled and replaced, which is a much taller task than deploying a patch for centralized systems. As the roles of smart contracts and blockchain platforms grow as payment systems, so too does the necessity for proper auditing and compliance to ensure proper data protection. The purpose of this paper is to provide a method by which to measure the security of a smart contract's platform. This is done by categorizing the controls and mechanisms that the platform enforces for security and analyzing them to determine their compliance. To achieve this categorization and compliance analysis, an application security framework, paired with a risk assessment framework, will be used to evaluate the platform. Many organizations utilize the same types of frameworks to audit their security program for strengths and weaknesses; therefore, it is the baseline tool for this research.
This research adapts the Payment Application Data Security Standard (PA-DSS) to meet the needs of blockchain payment systems. As blockchain and smart contract platforms grow in popularity, the necessity for security standards on these platforms increases. Once the standards are reworked, we analyze two smart contract platforms as case studies: QTUM (pronounced quantum) and Ethereum. QTUM is a smart contract system that functions across multiple devices. Claiming functionality on mobile, QTUM seeks to bridge the gap between blockchain systems and the business world. As it stands, there is a disconnect between the two for multiple reasons, namely the spatial complexity required for blockchains on a given host computer. QTUM offers solutions for the adoption of smart contract systems into enterprise environments, and this project seeks to outline the implemented security controls. Ethereum is a popular smart contract supporting blockchain with a large user base. Its structured smart contract language makes it ideal for business adoption. Both platforms have strengths that make them more adaptable to business functions than other platforms. We analyze both to test the revised PA-DSS standards.
RELATED WORK
Blockchain, as with any other digital system, has vulnerabilities and gaps leading to exploitations. Still in its infancy, the technology is constantly evolving to create new and secure ways to operate. Moreover, each blockchain comes with its own set of challenges which depend on the mechanisms they use. For example, Ethereum may face different security concerns than Bitcoin simply because Ethereum chooses to use an account-based transaction model. Many issues, whether severe flaws or privacy preferences have been documented to highlight the evident or perceived shortcomings of each blockchain. They can be separated into three major categories: anonymity of users, privacy of transactions, and software assurance of contracts. Each entails its own set of challenges and solutions, but all are relevant to the comprehensive security of a given blockchain system.
User Security
User security has been a point of discussion on more than blockchain systems for years, and the contention continues onto this technology. Countless debates (and blockchains) are dedicated to proposing the optimal solution to provide users with ample anonymity for transactions on a blockchain. It is important to differentiate user privacy from the other categories, as doing so will help to outline the type of works included in this field. The goal of blockchain, and especially the Unspent Output from Bitcoin Transactions (abbreviated as UTXO) transaction model, is to provide a mechanism for secure transactions between two untrusting parties. As such, user information is one of the most important types of data that can be disclosed. This has been a focal point for many in the blockchain community, and user privacy is a part of the reason so many different blockchains exist. Slight adaptations to a blockchain sometimes necessitate a new system altogether. Overall, the idea of user anonymity is not new, but with blockchain, it primarily concerns the user's preference rather than a severe security flaw (with exceptions).
Ferrante and Mercer [11] outline the privacy improvements that can be made to the existing Bitcoin platform. The focus of the paper centralizes around the UTXO model and its transaction sources and destinations. Since the basis of UTXO is untrusting, user anonymity is paramount. The researchers detail improvements to the model to prevent the source or destination from knowing who has sent or received the transaction. By doing so, there is no room for deanonymization. Furthermore, this work overlaps heavily with transaction privacy, wherein multiple solutions are proposed to further increase privacy (these proposals will be discussed in the next section). Conti et al. [5] document blockchain vulnerabilities on its transaction system; however, this work does not mention security and privacy aspects of Bitcoin wallets and user identity. Both works [9] and [4] are the direct sources from which the researchers retrieved their information. Koshy et al. [9] utilized network traffic analysis to heuristically determine the IP addresses that linked with the Bitcoin accounts. This is a severe vulnerability that compromises the anonymity supposed on Bitcoin's platform.
User privacy is essential in a decentralized platform. With the blockchain's intrinsic availability to users, anonymity it is necessary and cannot be overlooked as a luxury. Account privacy works handin-hand with transactional security, for each transaction generally links to a particular user or set of users. As smart contracts are more widely considered for adoption, the security and privacy of users and transactions cannot be of question. It must be at least as reliable as modern centralized platforms. Even though these works support progress in smart contract platforms, there is still more work to be done.
Transaction Security
Transaction security is undeniably important when considering overall security of an application or platform. Data in transit must be protected against both passive, active eavesdropping, and unintended alteration. When dealing with smart contracts, users still face similar issues of traditional transaction systems. However, blockchain technology has allowed certain growth from the perspective of absolute privacy during transactions. Such advancements are detailed, and their benefits and drawbacks are outlined.
Ferrante and Mercer describe in their research the benefits of using the UTXO transaction model to optimize transaction privacy, especially between distrusting parties [11] . The intrinsic security features of the UTXO model, which include supposedly unidentifiable accounts linked to unique transactions, by default outstrip the privacy capabilities of the standard account-based model. However, there have been studies that exploit certain aspects of the model to track users. Due to possible vulnerabilities of the UTXO base model, Koshy et al. [9] offer solutions to boost user privacy and anonymity. The two recommended controls are linkable ring signatures and stealth addresses. Linkable ring signatures allow users to verify that they are a part of a group without revealing exactly which user they are. This group may be a set of public keys, where a user may have to use his or her private key to authenticate. Stealth addresses ensure that a given user's identity (address) is indistinguishable from random, and they also guarantee that only a user can conduct transactions through that account. These modifications to the UTXO model raise the level of privacy for transactions on the blockchain, eliminating the possibility of transaction identification or spoofing. The work done by Sompolinsky and Zohar regarding a GHOST protocol for Bitcoin's transactions centers around mitigating double-spending attacks on the blockchain [21] . In standard environments, malicious users may have the opportunity to access and spend the same currency two or more times before the blockchain realizes the error; this defines a double-spending attack. With the GHOST protocol, the researchers theorize a system where lightweight processing allows the high-rate transactions to execute without this vulnerability. This protocol not only enhances the security features while also presenting interesting follow-up inquiries regarding the scalability of a blockchain platform. In essence, to process transactions on a large scale, the GHOST protocol or an equivalent is necessary to maintain security when scaling.
In the work done by the researchers Shunli et al, proposals for account-based transaction models are used to boost privacy [14] . By implementing homomorphic encryption, a method where encrypted data can be used to perform operations without decrypting the data, information can be altered by authorized users. This eliminates the need to decrypt information to utilize it, which is standard practice in most payment systems. Another feature mentioned was a zero-knowledge (ZK) approach, which relies on hiding information from users unless absolutely necessary to the transaction. These solutions are proposed on the account-based model, which may boost the intrinsic privacy to match that of the UTXO model.
The work done by Andrychowicz et al. [1] pertains to honest participants and transactional assurance. While not directly tied to privacy, assurance is still an integral component of security, and these researchers designed a trustless protocol to prevent fraud and exploitation. On a similar note, Zhang et al. [24] proposes an authenticated data feed for smart contracts. This work doesn't refer to smart contract security itself, but rather the data that would inevitably feed into a smart contract platform. The authenticity of this data is just as vital as the data generated on the blockchain itself, and it should be considered relevant to the overall maturity of smart contract security. Gray and Hadju have also contributed to the smart contract security realm with a practical implementation utilizing Cryptlets [12, 13, 15] . In their work, they contextualize the need for an optimized, trustless mode for transactions and analyze the Ethereum platform, wherein they describe the optimization woes that it has faced in the past. They offer a platform optimization using Cryptlets, a seemingly third-party-reminiscent repository which stores the logic of a smart contract to be executed by a node on the blockchain. Based on a semi-trust or fully-trust model, Cryptlets offer an optimized platform that does not rely on each node to execute the logic of a smart contract, providing a reduced computational overhead for the blockchain as a whole. This is known outside of blockchain technology as cyber-offloading.
Cyber-offloading, particularly on a blockchain, is dangerous to the integrity of decentralized systems, as it relies on a trusted third-party to maintain integrity parallel to the blockchain. However, in a more pragmatic sense, offloading is a reasonable risk for business implementations of smart contract technology. There is incentive for organizations to use a trust or semi-trust model, considering there is some liability and governance surrounding the execution of smart contracts. This may be seen as a transitional middle-ground between centralized and decentralized platforms. In 2016, Hawk was created as a smart contract platform, which boosted security measures for code design on that platform [8] . This adaptive platform automates cryptographic protocols, such as encryption, for smart contracts. Essentially, developers do not need to manually code the cryptography on the contracts as this process is handled by the compiler. This protocol remediates the traditional lack of privacy on most popular decentralized platforms, and it does so without burdensome interference for the users and developers. Since this platform was designed with transactional privacy in mind, it may be difficult to port this technology or protocol to other platforms without a complete redesign. Regardless, the success of this automated cryptographic protocol shows that security can be implemented intuitively and automatically, given the right design.
Transactional security is a focal point for many different works on smart contracts, and the progression towards optimal privacy is undeniable. Many of the researchers referenced, as well as many other smart contract developers, have designed unique, separate platforms for each protocol change. The challenge, at this time, is not solving the issue of transactional privacy on a decentralized network, but rather implementing the solutions already discovered, governing the maintenance of said solutions, and ensuring there are as few vulnerabilities as possible.
Software Assurance of Contracts
Many researchers have also chosen to target the smart contract code itself, finding various shortcomings with regards to software assurance. These issues are outside the scope of this paper, but the impact of software assurance is evident, and it is necessary to acknowledge its progress. Bartoletti and Pompianu, in their research, analyze the popular smart contract platforms, Ethereum and Bitcoin, for their security implementation [3] . Their focus is on the available code for smart contracts on each platform, analyzing it for patterns in design. The purpose of this paper is to find a recurring issue in the design of smart contracts such that it may be remediated. The empirical process the researchers follow is highly adoptable and may follow the structure of organizations that review smart contract code.
Delmolino et al. have also seen the value in software assurance for smart contracts, like any other piece of code [6] . By analyzing public-domain smart contracts, they noticed patterns and recurring issues in the programming practices. As a result, the researchers created open-source platforms to teach programming for smart contracts. This paper largely focuses on the education of safe programming practices, but the core components of smart contracts and their code are programmers. Therefore, the training of such practices is necessary for proper progression in smart contract security.
Similar to the work of Delmolino et al, Luu et al documented their findings of smart contract bugs on the Ethereum platform [10] . Their work is limited to a single platform, albeit the largest smart contract blockchain used at the moment. By describing the pitfalls of smart contracts on Ethereum, they both contextualize the impact of these bugs and find common threads between them. Smart contract bugs often result in lost or stolen cryptocurrencies, sometimes totaling the equivalent of millions of dollars, and this paper describes how each attack or bug executed. Furthermore, the common characteristics of the bugs allow a conclusion to be made around the specific programming practices that lead to each vulnerability.
Buterin's describes Ethereum bugs that have the same principal practices that lead to bugs on the smart contract platform [23] . Bugs like Transaction Ordering Dependence, timestamp dependence, mishandled exceptions, and many others, are pervasive throughout smart contract code. Still in its infancy, smart contract software assurance's state can be seen through the lens of the bugs documented so far. Blockchain and smart contract bugs have stumbled into infamy with their costly mistakes, and each vulnerability seems to uncover more. In a blog post written on Ethereum's website, a list of the most popular bugs can be found with a description of their causes and effects [2] . This work serves as another indication that software assurance is at the forefront of most people's minds when discussing smart contract security.
From the research compiled on software assurance, it is clear that, while there has been significant progress to remediate and prevent bugs from existing, there is still much work to be done. Specifically, the shortcomings of non-Ethereum bug documentation, along with cross-platform bug documentation, limit the progress of new smart contract platforms from prospering. Without formal code review, it is difficult to determine the strength of smart contracts. Many platforms have not had the attention that Ethereum has; as a result, there may be undiscovered bugs present on their platforms. Furthermore, software assurance has received the bulk of focus from the community as a whole, leaving protocol-level security with fewer resources. The community of blockchain and smart contracts has developed a handful of useful protocols, practices, and platforms that boost security. Nevertheless, there is a clear ceiling on smart contracts that must be conquered before adoption in enterprise business environments.
Limitations of Current Blockchain Platforms
With major popularity in the community, blockchains and smart contracts have been subject to both praise and scrutiny. Even with its revolutionary design to eliminate many of the issues centralized systems face, there are still many shortcomings that must be addressed before the technology is deemed mature by security standards. Aside from the aforementioned security concerns and research, there are still some remaining limitations of smart contract platforms. Some of the most popular platforms, namely Bitcoin and Ethereum, have succeeded both due to their first-to-market status and simplicity in execution. However, they both fall victim to an issue that serves as a substantial roadblock to large-scale adoption: space on disk. Ethereum, as of 2017, was documented at over 350GB, with Bitcoin being a very comparable size. Simply put, this spatial requirement is not sustainable for widespread adoption, which inevitably involves mobile devices. There is a balance to be struck between complete access to the blockchain and computational viability on mobile. So far, there are only a handful of platforms, none of them as popular as Ethereum or Bitcoin, that attempt to solve this issue.
Due to the communal nature of blockchain as a whole, smart contracts suffer from the same detriment: lack of standardization. With everyone's hand in the proverbial cookie jar, there is little room to prevent a myriad of unmanageable smart contracts and unsafe protocols. Only recently has there been more effort in the space of academic and professional research to expand on the security controls of smart contract platforms. More work is needed here to advance the viability of smart contracts in enterprise environments. Security and privacy concerns will always be forthcoming and newfound, but the baseline by which smart contracts are standardized must be developed to ensure the proper measures are in place to protect private information.
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From the related work, it is clear that the community surrounding blockchain and smart contract technology is very focused on user and transaction privacy. Based on the research already conducted, we find a few proposed solutions to boost user security based on disallowing deanonymization of user addresses, using stealth addresses, and implementing linkable ring signatures. Furthermore, proposed solutions for transaction security show promise as well. The GHOST protocol, along with the ZK approach with homomorphic encryption, both show substantial results in boosting the overall security of transactions on a blockchain. Integrity maintenance on these platforms is paramount, so work done to boost transaction assurance through authenticated data feeds is undoubtedly valuable to a security-focused blockchain. We begin to notice room for concern when researchers drift away from a zero-trust approach for blockchain systems. With Cryptlet's cyber-offloading architecture, maintaining integrity for the centralized storage point is the weak link in the structure. Moving toward a semi-trust or full-trust model can only work with proper governance over the central unit.
With all of the work done with respect to blockchain security, especially the research that uncovered identity linking with supposedly-anonymous pseudonyms on Bitcoin [7] , it is interesting to note that no researcher has acknowledged the security and privacy of the ledger itself. Bitcoin, and a number of other platforms, have no record of protecting the transaction data logged on the ledger from viewing. With the de-anonymization of user IDs and addresses, it is a point of concern to keep in mind when discussing the comprehensive security of blockchain platforms.
METHODOLOGY
To adapt a set of standards to match the nontraditional mechanisms of blockchain platforms, it is necessary to first establish the baseline standards by which we compare blockchain and centralized platforms. The Payment Application Data Security Standard [20] defines the set of guidelines for traditional transaction applications. We analyze each guideline and highlight the shortcomings with respect to their applicability on decentralized systems. Based on its ability to be directly applicable to decentralized platforms, we categorize each guideline as either Fully Applicable, Partially Applicable, or Not Applicable. If a guideline is deemed Fully Applicable, it is able to be applied without alteration to a decentralized system. If a guideline is deemed Partially Applicable, it is able to be applied to decentralized platforms with modifications. If a guideline is deemed Not Applicable, it cannot be applied to a decentralized system without major alteration (in these cases, alteration would essentially create a new standard).
Rationalizations for the categorization of guidelines are given in the full PA-DSS analysis table. Each guideline was categorized for a specific reason, and the rationalization field dictates why each decision was made. This field may also contain supplemental considerations for Fully Applicable guidelines, wherein suggestions are proposed to incorporate decentralized platforms into the scope of the standard. That is, the Fully Applicable guidelines may be fully applicable to traditional payment systems, and they may also be applicable to decentralized payment systems, but supplemental information is necessary (and proposed) to cover the scope of decentralized systems.
Once the analysis of the PA-DSS guidelines are complete, we adapt the guidelines to create a fully-enveloping set of standards for centralized and decentralized platforms. It is important to note that this set of standards includes guidelines for both types of platforms, not one or the other. By doing this, we create a comprehensive set of standards that applies to modern payment applications and their underlying technologies. The new set of standards is described in a table with several categories: Current Standard, Applicability to Blockchain Platforms, Rationalization, and New Standard. These categories serve to identify weaknesses in the current PA-DSS standards as they apply to blockchain. Furthermore, we revise standards, if necessary, to form a comprehensive standard for both types of platforms. After developing the revised PA-DSS standards, we analyze two blockchain and smart contract platforms: QTUM and Ethereum. Both platforms are scrutinized for their adherence to the newly defined standards. The platforms overall security maturity is also taken into consideration, and there is an opportunity for the security measures of the blockchain platforms to warrant the revision of the new standards. The manual analysis of the QTUM and Ethereum platforms includes a high-level review of the platform as it appears to a standard user, a code-level review of user profiles and transaction execution, and a reporting of key security findings. The review of each platform determines whether recent security features in the blockchain community have been adopted; the review also compares the blockchain platforms with the security mechanisms of modern traditional payment applications.
There are many standards developed by the Payment Card Industry to govern the way transaction information is stored, transmitted, and used, but the PA-DSS standard applies directly to the context of new payment systems, such as blockchain. By analyzing this standard, we reimagine transaction data protection in a context where current standards do not match current technology. By creating a structured approach to analyzing the blockchain platforms against the revised PA-DSS standards, we ensure that each platform is adequately analyzed for its implemented security mechanisms. Ultimately, we achieve a sound result in adapting traditional payment standards to a nontraditional technology that is gaining more popularity by the day.
RESULTS

Applying PA-DSS to Blockchain Platforms
Financial institutions use Payment Card Industry (PCI) standards to ensure the secure development of their technology environments. Most industries that incorporate technology into the business model have equivalent standards, but the payment card industry heavily relies on standards to determine the security of their technology. The Payment Application Data Security Standard (PA-DSS) focuses on financial technology applications; that is, the software that processes, stores, or otherwise encounters sensitive payment data will follow the standards set by the PA-DSS [20] . The full table of the critiqued and adapted PA-DSS standards are too long to include in this work, but have been made available for reference [7] . -ISBN: 978-1-4503-6251-1 Kennesaw, GA, USA, April 18-20, 2019 The Payment Application Data Security Standard, more commonly referred to as the (PA-DSS), was first published in 2008 as the Payment Application Best Practices (PABS) [19] . It is currently governed by five major global payment brands: American Express, Discover Financial Services, JCB International, MasterCard Worldwide, and Visa Inc. These organizations collaborate to determine the security requirements for third-party payment applications. It should be noted that this standard specifically targets third-party payment applications, for their systems are likely to be distributed to multiple vendors. As such, their system will not be tailored for a single organization; tailored solutions or applications built for a single company are not mandated by this standard. The PA-DSS standards have existed from 2008, but they have been revised through several iterations since then. Version 1 was published when the PABS was formed. Two years later, version 2.0 was released, and in 2013, version 3.0 was published. The current version, v3.2, holds minor changes outside the actual standards list. For this reason, we chose version 3.0 for this study [19] .
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Because of the scope of this research, it is clear that payment applications are within scope of this standard, regardless of specified technology. Blockchain platforms, in most use cases, can be considered payment systems because they are used to send and receive currency. Because they are also not typically developed by organizations that may use them, they can also be assumed, in general, to be third-party applications. By definition, they should follow the described standards of PA-DSS. We use these standards as a guideline for best security practices on payment applications, and blockchain platforms fall under the umbrella. The PA-DSS is designed for modern, centralized applications, and decentralized platforms have contrasting designs that make the standard only partially useable. Data access, data confidentiality, and the very definition of what sensitive information is all contributing factors to the necessity for revisions to the PA-DSS to include blockchain technology. Both centralized and decentralized systems support transactions, so widespread adoption also requires proper security standards to prevent exploitation.
Upon analysis of the PA-DSS standards, we find that, of the forty (40) standards reviewed, several of the standards do not allow proper adaptation to blockchain platforms. The breakdown of applicability can be seen in Table 1 . While the majority of the standards are still applicable to Blockchain platforms, there are significant gaps in the scope of the PA-DSS standards.
A key area for revision is the classification of sensitive data and how to properly manage the data. Five of the standards marked Partially Applicable deal with the mandatory secure storage and transmission of sensitive information. With traditional payment systems, cardholder data is clearly defined, and the PA-DSS standards match the definitions. The current standards explicitly list fields that must be securely handled, such as credit-card number (CCN), primary account number (PAN), and PIN numbers. However, due to the anatomy of blockchain transactions, with user IDs as the main form of identification and direction for the transaction, user IDs have a much larger role than most cardholder data fields. User IDs are essentially used as source and destination placeholders for the transaction, and the same is true for the data stored on the ledger. As such, the standards must be revised to account for this difference in core architecture of the payment platform.
Data access and platform logging are two more categorical issues with the current standards. On traditional platforms, data access is, in most situations, restricted only to a select number of business employees; on traditional platforms, this is understandable considering this data is vulnerable to manipulation and/or destruction. Logging is typically implemented in the same scenario to ensure that the organization knows who is accessing the data at any time. However, there is a fundamental change in data access on blockchain platforms: the data is available for all participants to view. As a result, data access cannot be restricted, lest the integrity of the blockchain be compromised. If data access was limited on blockchain platforms, then the trust model that blockchain technology is built on would be destroyed altogether. Access logging is also difficult logistically (and arguably needless) on blockchain platforms. If all participating nodes have access to the ledger, then it is safe to assume every participant can or has viewed the data, secured or not. The three standards associated with data access and logging, consequently, are revised to match the information dynamic present on blockchains.
Vulnerability identification and remediation, including the process of patching, are specified in the PA-DSS standards, but they understandably lack the exceptions necessary for an immutable blockchain. For traditional payment systems, vulnerability scanning and remediation is an arduous and ongoing challenge. Patches to code and platforms are difficult on traditional payment systems, but blockchain platforms impose an entirely unique and complex roadblock to remediation. Blockchain platforms, inherently unchangeable, do not allow the same process of vulnerability remediation. Smart contracts are stored on the blockchain, and the only solution to remediate a vulnerable smart contract is to disallow it from further use and create a new (remediated) code to store on the blockchain. Moreover, blockchain platforms as a whole have been known to have vulnerabilities; to remediate weaknesses to the entire platform, the blockchain must be forked to create a new, but related, platform to be used. The current PA-DSS standards do not account for such processes, and revisions are necessary to accommodate blockchain systems. Based on the above observations and revisions to the PA-DSS standards, we compile a list of controls to look for when analyzing the case-study blockchain platforms. Overall, the PA-DSS standards are excellent measures for protecting traditional payment platforms, but they fall short in several aspects concerning blockchain platforms. After revisions, the standards are much more comprehensive and are ready to be applied to the case studies.
Case Studies
The two blockchain platforms, QTUM and Ethereum, are popular and well-developed systems that have been considered for business Adapting Financial Technology Standards to Blockchain Platforms G. Bello, A. Perez adoption. These platforms signify advancements from the early stages of blockchain platforms, such as Bitcoin, for they offer supposed enhancements to the weaknesses of Bitcoin-like platforms.
Based on the analysis of each platform, we find fundamental shortcomings for both platforms when considering business adoption in the US financial industry. Based on the adapted PA-DSS standards, we identify key points of security weakness that lead to sub-standard platforms. The Ethereum platform is one of the most popular blockchains with a key advancement from early cryptocurrency platforms: smart contract support. With this advancement, Ethereum establishes its potential for financial technology adoption. Upon analysis, we find that Ethereum has a fundamental design, non-protected transaction information, that undermines the PA-DSS standards. User IDs are publicly available on the blockchain ledger, along with currency transaction data. From this information, it is trivial to link all transactions to a single pseudonym, and Ethereum has a dedicated webpage that allows anyone to see all transactions made by a given user. Furthermore, Ethereum does not adopt most of the privacy-boosting mechanisms that more recent blockchains have developed. As a result, there is little obfuscation between two users conducting a transaction.
The implications of Ethereum's security measures matters most when considering real-world business adoption. A common use case for smart contracts in enterprise is as follows: two businesses automate a contractual subscription to goods or services. In this use case, businesses must know who they are sending money to, and vice versa. Without proper data security, namely on the transactional information, it is possible to make inferences towards inter-business transactions from the ledger alone. The reality is that complete anonymity is not feasible for business adoption; therefore, proper data security is necessary to obfuscate the representation of the transaction on the ledger. This can be achieved via the revised PA-DSS standards.
The PA-DSS standards, when used to analyze Ethereum's platform, show a significant oversight regarding data security. While the oversight may be understandable considering business or enterprise adoption was not foreseen by Ethereum, it does result in the platform's weakness towards large-scale financial adoption. To remediate, Ethereum would have to fundamentally alter the way data is stored on the blockchain, encrypting sensitive data before the ledger stores it. As it stands, Ethereum does not meet the revised PA-DSS standards.
QTUM is designed specifically to be a platform ready for lightweight, versatile business deployment, according to its white papers. Its main features, in addition to the blockchain itself, include a lite wallet for mobile use and a transaction-model abstraction layer to allow transactions between UTXO and Account-Based platforms (e.g. Bitcoin and Ethereum). The business viability seems to be strong, but the PA-DSS standards show that the platform faces similar issues to Ethereum. Static user IDs and transaction data are stored on the ledger without encryption. QTUM, too, has a webpage that allows users to search for specific transactions and list all of a specific user's transactions. However, with QTUM's added functionality of lite wallets, there is more to analyze against the standards. After review, the lite wallet features a robust security system to protect the account and transaction data when it is on mobile devices. Furthermore, we find no weaknesses in the data transmission between lite wallets and the core wallet of the blockchain. The implications of QTUM are almost identical to the repercussions of Ethereum's platform given a real-world scenario. User data stored on the ledger is not private, and inferences can be made based on repeated transactions on the system. Moreover, peer-topeer communications do not obfuscate the source or destination addresses, meaning anonymity is only partially achieved. No modern security measures of community-developed blockchains have been adopted to ensure proper privacy between users or transactions. However, the lite wallets show some attention to security, with standard security measures in place to protect local account information when stored. The PA-DSS standards uncover significant issues concerning both QTUM and Ethereum. From the table, we see the exact standards that each platform violated from the adapted PA-DSS standards, along with a total count for the violations. Each platform had 5 violations, all directly related to data security and handling. Table 2 shows a summary of the violations for each platform. Data security is a vital portion of overall payment application security, and both platforms fall short in this regard. More work is needed to ensure that businesses are able to adopt blockchain platforms as payment systems. In their current state, actual usability and transactional functionality is not the challenge; instead, the platforms face the challenge of adhering to financial technology's security standards.
CONCLUSION AND FUTURE WORK
Blockchain technology and smart contracts are peaking in popularity, and many businesses are considering the adoption of such technology. Smart contracts allow the automation of many tasks on a blockchain, including the automation of payments themselves. Smart contracts, consequently, have garnered attention from businesses for reducing the overhead of traditional contracts. However, this new technology has many shortcomings, some of which are not easily remediated.
The communal nature of blockchain development leads to a lack of accountability in the products. There is no governance or standardization of the platform development. With businesses seeking out blockchain platforms, there is a need for a structured methodology to fully analyze the capabilities and security of these new, decentralized payment systems. Considering the financial technology industry as a gold-standard for rigorous auditing, we adopt the Payment Application Data Security Standards (PA-DSS) to apply to blockchain platforms. By revising the standards to meet the requirements of both parties, blockchain and financial technology organizations, we solidify the methodology used to critique modern smart contract platforms.
Through two case studies, QTUM and Ethereum, we report key weaknesses in the foundations of the blockchain platforms. Data security is the main issue, for neither system offers adequate user privacy concerning transaction information. Transaction data are openly available through the ledger, and privacy as a whole is compromised as a result. There are critical alterations, including proper data protection, to be made to each platform for PA-DSS compliance. Fundamentally, smart contract platforms offer tremendous business potential, but the lack of security governance is overwhelming. With sensitive transaction information present on these immutable platforms, data security is essential and should not be overlooked. Even with modern security-focused blockchains, there has been little effort to standardize the solutions and provide a template for a comprehensive blockchain security architecture. This work sets the precedence for continuing security practices into decentralized payment systems.
From the results of the case studies and the adapted PA-DSS standards, there is a clear set of next steps for contributors of the Ethereum and QTUM platforms. Security changes can be made to the existing platforms, or a new platform can be developed to both implement a smart contract transaction platform and securely store data. Developing such a system would be time-consuming, but it would provide the necessary security measures to ensure proper data handling at the transaction level. Moreover, analyzing more smart contract platforms would prove useful in creating a survey of common security practice (or malpractice) in the blockchain community. The Payment Card Industry is a well-known, established field where security standards are heavily enforced, but there are many other technology industries that would benefit from the same type of standards adaptation. The healthcare industry, for example, has notable data privacy laws to follow with respect to health information. There have been discussions and research surrounding the adoption of blockchain models to healthcare, but the extent at which the security measures have been thought out is unclear. There is, at the least, room for consolidation of information.
Data privacy and security is the main focus of this work, but there are other aspects that lie outside the scope of this work. Blockchain solves one of data protection's most notable issues: data integrity. That is, data on the blockchain is immutable. There have been many experiments and new blockchains that propose new methods to enhance the blockchains speed or usability. However, a comprehensive analysis of such innovations may prove helpful in determining the best approach for designing payment systems for particular purposes or audiences.
